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Abstract	

	
The	astounding	and	alarming	rate	of	crime	by	young	adult	at	global	level	have	attracted	attention,	
while	 cybercrime	 has	 become	 a	 material	 economic	 concern	 for	 both	 advanced	 and	 emerging	
economies.	This	study	examines	the	causes	of	cybercrime	among	young	adults	in	India	and	Nigeria,	
identifies	the	effects	of	cybercrime	on	the	economies	of	India	and	Nigeria,	and	proposes	appropriate	
solutions	 to	 the	 menace	 of	 cybercrime	 in	 the	 study	 countries.	 This	 study	 uses	 a	 descriptive	
comparative	desk-review	design	based	on	secondary	data.	The	units	of	 comparison	are	 India	and	
Nigeria,	 and	 the	 sources	 consist	 of	 documented	 scholarly	written	materials,	 legislation	 and	 other	
publications	cited	in	the	article.	The	analysis	was	conducted	by	organizing	the	available	secondary	
evidence	 into	 common	 themes	 that	 permit	 comparison	 between	 India	 and	 Nigeria.	 The	 findings	
indicate	that	cybercrime	has	increased	in	India	and	remains	a	major	cause	of	concern	in	Nigeria,	with	
economic	 consequences	 for	 individuals,	 businesses,	 and	 public	 institutions.	 Youth	 involvement,	
online	 fraud,	 limited	 investigative	 capacity,	 legal	 challenges,	 and	 cyber-security	 skills	 remain	
important	 concerns.	 The	 findings	 also	 have	 implications	 for	 cybercrime	 legislation,	 investigative	
capacity	building,	public	awareness	campaigns	and	youth	employment	policy,	while	serious	action	is	
needed	to	protect	cyber	space	as	a	national	security	requirement..	
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INTRODUCTION	

The	commercial	diffusion	of	the	internet	in	the	mid-1990s	transformed	the	wa
y	business	is	conducted,	allowing	firms	of	every	size	to	sell	goods	and	services	acros
s	long	distances	and	national	borders	with	a	single	keystroke	or	click.	The	same	infr
astructure,	however,	opened	new	opportunities	for	fraud,	since	offenders	tend	to	fo
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llow	financial	flows	and	continually	adapt	their	schemes	to	new	technologies	(Lazar
us,	2025).	Early	commentators	had	already	anticipated	that	the	internet	would	resh
ape	social	behaviour,	including	deviant	behaviour,	as	it	entered	the	new	millennium	
(Cooper,	1997).	In	the	terms	of	the	functionalist	tradition,	cybercrime	can	be	under
stood	as	an	unintended	consequence	of	an	otherwise	beneficial	technological	chang
e	(Elster,	1990).	More	than	two	decades	after	the	beginning	of	the	internet	revolutio
n,	cyber	fraud	and	other	forms	of	cybercrime	have	not	only	persisted	but	have	expa
nded	considerably	in	scale	and	sophistication	(Okosun	&	Ilo,	2023).	

Recent	evidence	confirms	that	the	problem	has	intensified.	The	Internet	Crime	
Complaint	Center	(IC3)	of	the	United	States	received	859,532	complaints	in	2024,	w
ith	reported	losses	of	US$16.6	billion,	a	33%	increase	over	2023.	In	India,	the	Natio
nal	Crime	Records	Bureau	registered	65,893	cybercrime	cases	in	2022,	an	increase	
of	24.4%	from	52,974	cases	in	2021,	with	fraud	being	the	motive	in	64.8%	of	cases.	
In	Nigeria,	the	Nigerian	Communications	Commission	has	estimated	that	cybercrim
e	costs	the	country	about	US$500	million	annually.	These	figures	indicate	that	cyber
crime	is	no	longer	a	peripheral	technical	issue	but	a	material	economic	concern	for	
both	advanced	and	emerging	economies	(Aborisade	et	al.,	2024). 

Earlier	industry	data	had	already	revealed	the	geographic	distribution	of	onlin
e	fraud.	In	February	2013,	the	fraud-prevention	firm	iovation	published	an	analysis	
of	billions	of	online	transactions	showing	that	credit	card	fraud,	identity	theft,	and	a
ccount	takeover	or	hijacking	attempts	were	the	leading	cybercrime	schemes	in	201
2.	Such	patterns	are	relevant	for	organisations	engaged	in	cross-border	business	be
cause	they	indicate	where	threats	are	most	likely	to	originate.	Although	these	data	a
re	now	dated,	they	provide	a	useful	historical	baseline,	as	they	identify	India	and	Ni
geria	among	the	leading	sources	of	online	fraud	in	their	respective	regions.	

According	to	that	analysis,	Africa	recorded	the	highest	proportion	of	fraudulen
t	transactions	(7%),	with	Nigeria	and	Ghana	contributing	the	highest	percentages;	m
ost	fraudulent	transactions	from	the	continent	targeted	online	dating	and	retail	web
sites	and	involved	credit	card	fraud,	identity	theft,	profile	misrepresentation	and	on
line	scams.	Asia	ranked	second	(5%),	with	above-average	rates	in	Bangladesh,	Vietn
am	and	India;	nearly	half	of	these	transactions	targeted	retail	websites,	while	online	
dating	and	multiplayer	online	gaming	accounted	for	about	one-third,	including	ship
ping	fraud,	gold	farming,	chargebacks	and	the	theft	of	virtual	goods	through	accoun
t	hijacking.	South	America	followed	(4%),	led	by	Chile	and	Brazil,	with	most	fraudul
ent	transactions	directed	at	retail	websites.	Europe	(2%),	led	by	Poland,	Romania	a
nd	Portugal,	and	North	America	(1%),	led	by	Mexico,	showed	fraud	spread	more	ev
enly	across	retail,	gaming,	gambling,	financial	services,	travel,	logistics	and	telecom
munications.	

Individual	cases	illustrate	the	transnational	reach	of	such	schemes.	The	Federa
l	Bureau	of	Investigation	(n.d.)	lists	Shaileshkumar	P.	Jain	and	his	co-conspirator,	Bj
orn	Daniel	Sundin,	as	wanted	for	their	alleged	involvement	in	an	international	scare
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ware	operation.	Between	December	2006	and	October	2008,	fake	advertisements	p
laced	on	legitimate	companies’	websites	allegedly	misled	internet	users	in	more	tha
n	60	countries	into	believing	that	their	computers	were	infected	with	malware,	indu
cing	them	to	purchase	more	than	one	million	bogus	software	products	and	causing	c
onsumer	losses	of	more	than	US$100	million.	

It	would	be	hard	to	guess	at	a	number	to	represent	cyber-	crime	and	computer	
fraud	losses	on	a	global	scale.	Eugene	Kaspersky,	the	Russian	co-founder	of	anti-vir
us	software	maker	Kaspersky	Labs,	told	an	audience	at	a	Dublin	technology	confere
nce	last	month	that	he	believes	such	a	number	ranges	in	the	hundreds	of	billions	of	
dollars.	As	reported	by	The	Guardian,	Kaspersky	believes	that	a	previous,	widely	cit
ed	estimate	of	$100	billion	is	far	too	low,	and	the	truth	is	likely	“many	times	more”	t
han	that	amount.	Kaspersky's	projection	is	probably	more	accurate	and	may	even	b
e	conservative,	considering	that	the	latest	ACFE	Report	to	the	Nations	estimate	of	fr
aud	(all	fraud,	not	just	online)	points	to	more	than	a	trillion	dollars	in	global	loss. 

Even	more	serious	to	consider	is	the	fact	that	Kaspersky	believes	the	security	l
apses	affecting	organizations,	and	the	sophisticated	methods	of	exploiting	them,	cre
ate	an	environment	where	fraud	might	be	the	lesser	of	two	major	concerns.	It	is	act
ually	the	threat	of	a	cyber	terrorist	attack	one	affecting	infrastructure,	financial	cent
ers	or	military	targets	that	Kaspersky	says	is	most	troubling	of	all. For	fraud	examin
ers,	the	fight	against	online	fraud	might	feel	like	an	uphill	battle.	With	every	new	an
d	changing	facet	of	technology,	those	who	commit	fraud	through	the	Internet	tend	t
o	innovate	and	remain	ahead	of	investigators	trying	to	catch	them.	On	the	road	ahea
d,	increased	training	and	knowledge	for	anti-fraud	professionals	will	be	critical	mix
ed	with	a	healthy	dose	of	innovation	of	their	own.		

Dr.	Wells	noted	that	one	technical	innovation,	biometric	technology	(which	inc
ludes	concepts	such	as	face	and	voice	recognition)	could	be	a	key	to	stemming	the	ti
de	of	online	fraud.	“This	science	(of	biometrics)	is	already	quite	well	developed	but	
currently	under-utilized,”	Wells	said.	“I	can	envision	a	day	in	the	not-too-distant	fut
ure	where,	in	order	to	claim	money	or	other	resources,	you’ll	have	to	prove	scientifi
cally	that	you	are	who	you	say	you	are.	“That	system,	had	it	been	employed,	would	h
ave	prevented	billions	of	dollars	in	recent	tax	refund	scams,”	Wells	added.	“And	that
’s	just	one	example.		

Credit	card	and	benefit	frauds	could	be	greatly	reduced,	too.	As	a	matter	of	fact
,	nearly	any	fraud	employing	identity	theft	could	all	but	be	wiped	out	through	the	pr
oper	application	of	biometric	resources.	But	using	this	technology	must	be	balanced	
to	protect	the	privacy	of	citizens.”	No	method	of	prevention	is	foolproof	and	fraudst
ers	will	be	no	doubt	look	for	methods	to	overcome	biometrics	or	other	key	controls	
that	can	hinder	their	efforts.	But	in	the	race	to	curb	cyber-	crime,	any	efforts	that	ca
n	slow	the	criminals	down	is	a	valuable	and	necessary	endeavor. More	than	20,000	f
raud	and	cybercrimes	are	perpetrated	every	day,	the	first	official	estimates	of	the	sc
ale	of	the	offences	in	the	UK	suggest. Research	found	there	were	5.1	million	incident
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s	of	fraud	in	England	and	Wales	in	the	last	year,	with	3.8	million	victims.	It	indicates	
the	category	is	the	now	most	common	form	of	crime. 

In	addition,	there	were	an	estimated	2.5	million	incidents	which	fall	under	the	
Computer	Misuse	Act,	such	as	hacking	attacks.	There	were	an	estimated	2.5	million	i
ncidents	which	fall	under	the	Computer	Misuse	Act,	such	as	hacking	attacks.	There	
were	an	estimated	2.5	million	incidents	which	fall	under	the	Computer	Misuse	Act,	s
uch	as	hacking	attacks.	The	data	also	suggest	that	on	average	one	in	12	adults	have	e
xperienced	fraud	and	one	in	22	is	a	victim	of	cyber	fraud. 

The	disclosures	prompted	claims	that	the	overall	crime	count	is	substantially	h
igher	than	previously	thought,	while	police	said	they	showed	how	the	internet	is	"ch
anging	the	nature	of	crime". Statisticians	stressed	that	the	figures	for	the	categories	
are	preliminary	but	the	number	of	fraud	incidents	is	nearly	a	third	higher	than	theft	
offences	-	the	highest	category	in	the	established	Crime	Survey	for	England	and	Wal
es	(CSEW)	at	3.9	million.		Around	1.4	million	people	suffered	computer	virus	attack
s,	with	almost	650,000	people	reporting	that	their	email	or	social	media	profile	had	
been	hacked. 

Youth	involvement	is	a	recurring	concern	in	both	countries.	In	India,	crime	sta
tistics	released	by	the	National	Crime	Records	Bureau	and	discussed	by	Mahajan	(2
013)	showed	that,	of	43,506	crimes	attributed	to	juveniles	and	registered	under	the	
Indian	Penal	Code	(IPC)	and	Special	and	Local	Laws	(SLL),	28,830	(about	two-thirds
)	involved	offenders	aged	16–18	years.	In	Nigeria,	internet	fraud	is	frequently	assoc
iated	with	young	people,	a	pattern	that	studies	link	to	socioeconomic	pressures	suc
h	as	unemployment,	poverty,	urbanisation	and	peer	influence	Aborisade,	(2023);	So
ares	&	Lazarus,	(2024)and	that	is	aggravated	by	persistently	high	youth	unemploym
ent	(Olubusoye	et	al.,	2023).	Because	young	people	are	central	to	nation	building	(A
deniyi,	1999),	their	involvement	in	cybercrime	carries	long-term	economic	and	soci
al	costs. 

The	study	is	also	urgent.	Both	countries	are	pursuing	digital-economy	strategi
es	that	depend	on	public	trust	in	online	transactions,	and	every	additional	fraud	inci
dent	erodes	that	trust	and	raises	the	cost	of	doing	business	(Lonkar	et	al.,	2025;	Sul
e	et	al.,	2023).	The	rapid	growth	of	cybercrime,	evident	in	India’s	official	statistics	a
nd	in	Nigeria’s	recurrent	legislative	interventions,	suggests	that	existing	measures	h
ave	not	kept	pace	with	offenders.	Moreover,	because	a	large	share	of	offenders	are	y
oung	people,	any	delay	in	addressing	the	problem	risks	diverting	a	significant	part	o
f	both	countries’	human	capital	into	criminal	activity. 

Despite	this	literature,	three	gaps	remain.	First,	most	studies	analyse	India	or	
Nigeria	in	isolation	(Saluja,	2024;	Soares	&	Lazarus,	2024),	and	systematic	comparis
ons	of	the	two	countries	both	large,	youthful	and	rapidly	digitising	economies	with	
distinct	cybercrime	profilesare	scarce.	Second,	much	of	the	existing	work	emphasis
es	criminological	or	technical	aspects	(Loggen	et	al.,	2024),	whereas	the	economic	c
onsequences	of	cybercrime	are	usually	mentioned	only	in	passing,	even	though	mea
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suring	these	costs	is	recognised	as	methodologically	challenging	(Anderson	et	al.,	2
013).		

Third,	recent	legal	and	institutional	reforms,	such	as	Nigeria’s	Cybercrimes	(Pr
ohibition,	Prevention,	etc.)	(Amendment)	Act,	2024	and	India’s	Digital	Personal	Dat
a	Protection	Act,	2023,	have	not	yet	been	examined	together	from	a	comparative	ec
onomic	perspective.	The	novelty	of	this	study	therefore	lies	in	a	structured	India–Ni
geria	comparison	across	common	dimensions	the	scale	and	forms	of	cybercrime,	ec
onomic	losses,	legal	frameworks	and	enforcement	capacity	that	links	the	causes	of	y
outh	involvement	in	cybercrime	to	its	economic	effects	and	to	policy	responses. 

Accordingly,	the	objectives	of	this	study	are	to	examine	the	causes	of	cybercri
me	among	young	adults	in	India	and	Nigeria;	to	identify	the	effects	of	cybercrime	on	
the	economies	of	India	and	Nigeria;	and	to	propose	appropriate	solutions	to	the	me
nace	of	cybercrime	in	the	study	countries.	In	line	with	these	objectives,	the	overall	p
urpose	of	the	study	is	to	establish	the	effects	of	cybercrime	on	various	stakeholders,	
namely	individuals,	companies,	government	departments	and	business	owners,	in	t
he	countries	under	study.		

Theoretically,	the	study	contributes	to	the	literature	on	the	economics	of	cyber
crime	in	developing	countries	by	offering	a	comparative	framework	that	can	be	app
lied	to	other	emerging	economies.	Practically,	its	findings	are	expected	to	benefit	po
licymakers,	law-enforcement	agencies,	financial	institutions	and	businesses	in	India	
and	Nigeria	by	identifying	shared	vulnerabilities	and	transferable	practices.	The	stu
dy	also	has	implications	for	cybercrime	legislation,	investigative	capacity	building,	p
ublic	awareness	campaigns	and	youth	employment	policy. 

RESEARCH	METHOD		
This	 study	 uses	 a	 descriptive	 comparative	 desk-review	 design	 based	 on	

secondary	data.	The	units	of	comparison	are	India	and	Nigeria,	and	the	analysis	is	
limited	to	documentary	material	already	assembled	in	the	manuscript	concerning	
cybercrime,	 its	 economic	 consequences,	 and	 institutional	 responses	 in	 the	 two	
countries.	The	sources	consist	of	documented	scholarly	written	materials,	legislation	
and	other	publications	cited	in	the	article.	Because	the	original	source	set	does	not	
report	 a	 systematic	 search	 period,	 database	 strategy,	 or	 formal	 inclusion	 and	
exclusion	criteria,	these	elements	are	not	reconstructed	or	invented	in	this	revision.	

The	 analysis	was	 conducted	by	organizing	 the	 available	 secondary	 evidence	
into	 common	 themes	 that	 permit	 comparison	 between	 India	 and	 Nigeria.	 The	
principal	analytical	dimensions	are:	the	conditions	associated	with	the	escalation	of	
cybercrime;	 forms	 of	 fraud	 and	 cyber	 offences;	 economic	 consequences	 for	
individuals,	 businesses,	 and	 public	 institutions;	 legal	 and	 evidentiary	 challenges;	
enforcement	 and	 investigative	 capacity;	 cyber-security	 and	 forensic	 skills;	 and	
proposed	preventive	or	institutional	responses.		
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Evidence	 concerning	 global	 losses	 is	 used	 as	 contextual	 material,	 while	
country-specific	 material	 is	 compared	 to	 identify	 similarities	 and	 differences	
relevant	 to	 the	 study	 objectives.	 The	 study	 does	 not	 generate	 primary	 survey,	
interview,	 experimental,	 or	 administrative	 data.	 Accordingly,	 the	 findings	 are	
interpreted	 as	 a	 synthesis	 of	 the	 secondary	 evidence	 available	 in	 the	manuscript	
rather	than	as	estimates	of	national	prevalence	or	causal	effects.		

RESULT	AND	DISCUSSION		
Cyber-	crime	is	a	crime	perpetrated	through	electronic	communication	networ

k,	particularly	the	internet.	This	menace	is	very	rampant	in	youths	within	the	age	of	
fourteen	to	twenty-one	and	it	had	done	incalculable	damages	to	the	image	of	our	Na
tion.	Cyber-	crime	could	be	perpetrated	through	internet	calls,	sending	of	scam	ema
ils	containing	"get	rich	quick"	proposals	to	entice	unsuspecting	victims.	In	the	case	o
f	email,	sometimes	it	comes	in	form	of	marriage	proposal,	unclaimed	fund,	donation
,	lottery,	help,	bonanza,	bank	transaction	notification	/	credit	alert,	etc.	(Abubakari,	
2024).	Some	of	the	youths	send	as	many	as	10,000	of	such	scam	emails	everyday	w
hile	others	send	more	to	increase	their	chances	of	getting	victims	that	will	fall	to	the
ir	prey.	Youths	are	proverbially	referred	to	as	leaders	of	tomorrow	but	how	can	the
y	be	true	leaders	if	they	engage	in	cyber-	crime	at	their	early	age	(Lazarus,	Olaigbe,	e
t	al.,	2023).	

State	Of	Cyber	Crime	In	India	
Recent	reports	indicate	that	India	is	one	of	the	top	ten	countries	in	the	world	

for	the	incidence	of	cybercrime	(Bruce	et	al.,	2024).	Yet	other	reports	also	indicate	
that	spend	on	cyber	and	network	security	by	Indian	businesses	is	one	of	the	lowest	
in	the	world.	The	debate	is	on-going	in	technology	circles	where	the	threats	and	risks	
are	well	understood.	While	conducting	this	research,	a	cyber	-thriller,	I	met	several	
people	engaged	in	different	aspects	of	cyber	safety.	Their	stories	corroborated	the	
above	 mentioned	 reports.	 Online	 consumer	 fraud	 is	 increasing.	 Companies	 and	
governments	 are	 also	 facing	 threats,	 several	 leading	 to	 material	 losses,	 and	 a	
growing	tribe	of	cyber	forensics	professionals	in	different	cities	are	tracking	down	
the	shadowy	culprits.	

Yet	the	stories	on	cyber-	crime	that	dominate	Indian	news	are	about	Sony	and	
Target	–	hacks	 that	happened	 in	other	 countries	and	affected	other	people.	True,	
there	 have	 been	 some	 local	 stories	 of	 cyber	 stalking,	 bullying	 and	 faked	 photo	
scandals	 affecting	 our	 youth	 and	 celebrities,	 and	 stories	 around	morphed	 videos	
leading	 to	 riots	 and	 scandals.	 There	 is	 growing	 effort	 to	 create	 cyber	 safety	
awareness	 for	 consumers.	But	what	 about	news	of	 larger	 scale	 crime	 that	 affects	
both	 consumers	 and	 firms?	 The	 challenge,	 perhaps,	 lies	 in	 the	 awareness	 and	
acknowledgement	 of	 this	 in	 the	 broader	 network	 of	 stakeholders.	 Here	 could	 be	
some	reasons	why.	
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Latency	And	Lifecycle	Of	Ideas	
Ideas,	like	products	or	companies,	go	through	a	lifecycle	–	latent	at	first,	till	they	

become	obvious	to	someone.	They	are	championed	by	the	early	adopters	at	first,	till	
they	become	widespread.	By	the	time	a	notion	is	accepted	as	a	general	principle,	it	
perhaps	loses	some	of	its	significance.	Our	Internet	usage	has	been	growing	at	a	rapid	
pace	over	the	past	few	years.	But	tens	of	millions	of	new	internet	users	start	every	
year,	many	of	them	over	their	mobile	phone.	Their	first	brush	with	the	excitement	of	
being	 online	 is	 beginning.	 Hence	 cyber-	 crime	 and	 awareness	 of	 the	 risks	 of	 the	
digital	world	are	still	seeping	into	our	psyche.	

Decision	Making	For	Technology	
Does	it	only	seem	like	short	while	back	that	our	companies	and	government	

were	 debating	 the	 usage	 of	 technology?	 Our	 IT	 industry	 grew	 through	 massive	
technology	transformation	projects	for	global	clients.	But	domestic	clients	followed	
several	years	later.	The	last	decade	saw	the	debates	around	whether	the	operations,	
human	 resources,	 customer	 management	 and	 other	 functions	 needed	 to	 be	
technology	enabled	or	not.		

While	 the	 technology	 leaders	were	convinced	 that	business	efficiency	would	
increase	given	technology	usage,	it	took	a	long	while	for	CEOs,	CFOs,	and	the	Board	
to	 be	 convinced.	 Today	 no	 one	 questions	 the	 need	 for	 technology.	 The	 need	 for	
security	is	already	being	spoken	about	in	the	digital	forums	led	by	technology	leaders	
and	vendors.	The	question	 is	whether	business	decision	makers	are	 listening	and	
understanding	the	issue	yet.	

Voids	in	a	New	Area	Of	Business	
Cyber	security	is	a	new	area,	and	like	all	new	domains	it	faces	gaps-	not	just	in	

understanding	and	awareness	of	it,	but	also	in	the	key	enablers.	
	

Legal	And	Penal	Framework	
The	IT	Laws	under	 the	 Indian	Penal	Code	were	amended	 in	2008	to	 include	

hacking,	data	theft,	identify	theft,	email	spoofing	and	spreading	of	viruses	or	worms	
as	punishable	and	bail-able	offences.	Cyber-	crime	cells	have	been	established.	Law	
firms	are	keenly	trying	to	educate	both	the	police	and	the	judiciary	on	the	technical	
intricacies	and	prevalence	of	cyber-	crime.	This	is	a	new	area	for	the	governing	and	
judicial	 bodies,	 without	many	 precedents	 and	will	 take	 some	 time	 before	 cyber-	
crime	gets	fully	understood.	

Burden	Of	Proof	
While	cyber-	crime	is	a	culpable	offence,	the	challenge	lies	in	the	ability	of	an	

individual	 or	 an	 organisation	 to	 prove	 that	 a	 wrongdoing	 is	 taking	 place.	 An	
individual	or	consumer	who	has	been	conned	may	find	it	hard	to	prove	that	a	crime	
has	been	committed.	Even	if	 it	 is	a	systemic	crime	where	multiple	card	users	of	a	
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particular	bank	have	been	scammed,	the	bank	may	not	be	willing	to	declare	that	its	
data	and	systems	have	been	breached.	The	law	does	not	mandate	it.	In	cases	of	major	
data	theft	or	hacking,	companies	or	governments	may	not	file	an	FIR	because	it	may	
affect	credibility	or	market	economics.	Without	an	FIR,	neither	 the	police	nor	 the	
justice	system	can	operate.	

Tracking	The	Hacker	
Cyber	forensics	is	a	growing	field	in	India	and	several	private	companies	have	

come	 up,	 leveraging	 the	 services	 of	 ethical	 hacker.	 If	 the	 malicious	 hacker	 is	
sophisticated	and	uses	anonymous	underground	networks	such	as	Tor,	it	becomes	
harder	to	trace	the	origin	of	an	attack.	It	took	all	the	might	of	the	US	government	and	
its	various	monitoring	agencies	to	track	the	trail	to	North	Korea	in	the	case	of	the	
recent	hacking	incident	at	Sony.	Most	organizations	and	governments	might	not	have	
the	required	resources.	

In	the	case	where	an	individual	or	organization	is	identified	as	the	culprit,	the	
person	 could	 be	 residing	 in	 some	 other	 country,	 outside	 the	 jurisdiction	 of	 local	
authorities	 (Button	 et	 al.,	 2025).	 For	 example,	 the	 hacker	 could	 be	 located	 in	
Pakistan,	buying	malware	tools	from	the	US,	spoofing	server	addresses	of	China	and	
causing	mayhem	in	India.	It	becomes	impossible	to	react	to	civilian	cases	that	affect	
individuals	or	businesses.	

Lack	Of	Talent	
India	graduates	a	large	number	of	people	in	engineering	and	computer	science	

every	year.	But	very	few	people	are	trained	in	cyber	security	and	forensics.	There	
are	many	candidates	available	for	coding	and	testing	type	jobs.	But	cyber	security	
requires	 advanced	 skills	 in	 testing	 and	 tracing,	 as	 well	 as	 a	 keen,	 independent	
analytical	mind	to	piece	together	the	puzzle.	What’s	needed	is	a	modern	era	Sherlock	
Holmes,	 indeed.	 Experts	 and	 businesses	 agree	 that	 there	 is	 a	 severe	 shortage	 of	
talent	in	the	area	(Furnell,	2021).	

Manning	The	Internet	Perimeters	
Many	 large	businesses	 today	have	multi-layered	 security	 environments,	 and	

not	every	hacker	 is	 sophisticated	and	 technically	advanced.	Globally	as	well	as	 in	
India,	majority	of	breaches	happen	due	 to	 internal	hackers	 (tech	 savvy	employee	
turned	 hacker)	 or	 driven	 by	 internal	 staff,	 whether	 indirectly	 (through	 social	
engineering,	 to	 get	 access	 to	 passwords)	 or	 directly	 (through	 collusion	 with	 an	
employee,	who	allows	access	through	the	legal	firewalls).	A	lot	of	financial	and	data	
theft	happens	this	way	(Lazarus	et	al.,	2025).	The	average	time	it	takes	a	firm	to	catch	
an	internal	hacker	is	several	weeks.	Sometimes	it	is	a	junior	systems	admin	or	tech	
help	person.	Sometimes	it	is	a	savvy	executive.		

It	appears	legitimate	business	transactions	or	siphoning	off	money,	making	it	
harder	to	catch.	These	stories	never	make	it	to	the	public	domain.	While	Breach	is	
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fiction,	it	has	been	informed	by	stories	of	cyber-	crime	within	India.	Given	the	paucity	
of	local	case	studies	to	spread	awareness	on	cyber	safety	in	India,	perhaps	narrative	
storytelling	could	be	an	easy	way	to	let	consumers	and	executives	get	a	feel	for	the	
perils	of	our	interconnected,	networked	existence.	

State	Of	Cyber	Crime	In	Nigeria	
Cyber-	 crime	 is	 an	 emerging	 trend	 that	 is	 rapidly	 growing	 in	 scope	 and	

frequently.	The	revolution	 in	 information	and	communication	technology	ICT	had	
greatly	promoted	the	scope	and	trend	in	cyber	-crime	in	Nigeria.	The	world	being	a	
global	 village,	Nigeria	 could	not	have	been	 in	 isolation	 in	embracing	 the	usage	of	
social	 media	 and	 internet’s	 which	 are	 greater	 promoter	 of	 cybercrime	 to	 put	 it	
succinctly,	 cybercrime	 is	 a	 product	 of	 wrong	 usage	 or	 abuse	 of	 ICT	 or	 internet	
service.	

Why	The	Escalation	In	Nigeria:	
No	doubt	the	menace	of	cybercrime	in	Nigeria	has	been	on	the	increase	due	to	

some	crucial	factors,	mostly	bothering	on	lack	of	specific	laws	designed	to	address	
the	problem.	Most	law	enforcement	agencies	including	the	police	are	not	prepared	
to	deal	with	online	crime	due	to	the	complex	and	intricate	nature	of	the	investigation	
couple	with	the	rapid	advancement	of	new	technology.	Our	society	continue	to	get	
more	involved	in	the	crime,	while	the	public	expects	our	law	enforcement	agencies	
to	keep	pace	with	modern	technology	as	it	affects	the	investigation	and	prosecution	
process,	and	by	extension	tackling	crime	in	general.		

Cybercrime	 still	 remain	 a	 major	 cause	 of	 concern	 in	 Nigeria	 for	 many	
government	 security	 departments,	 and	 combating	 cyber	 threats	 are	 becoming	
harder	to	content	with	due	to	the	sophisticated	and	complex	manners	in	which	cyber	
criminals	are	operating,	and	the	poor	investigative	approaches	by	law	enforcement	
agencies.	

Economic	Menace	Of	Cyber	Crime:	
While	the	escalation	of	cyber	-crime	could	not	be	curtailed	adequately	by	crime	

prevention	agencies,	the	effects	continue	to	bite	hard	on	our	economy,	both	locally	
and	internationally.	Aside	from	the	social	menace	it	is	creating	in	our	entire	systems	
to	a	large	extent,	cyber	-crime	has	thrown	up	a	large	number	of	419	perpetrators	in	
our	economic	system.	Very	easily	people	are	able	to	commit	economic	crime	through	
the	internet	by	duping	one	another	of	large	sum	of	money	locally	and	internationally.	
Corporate	 internet	 fraud	has	been	on	 the	 increase	as	even	unscrupulous	banking	
officials	are	conniving	with	outsiders	to	steal	depositor’s	funds.	

Aside	 from	 local	 economic	 sabotage	 and	 fraud,	 a	 large	 number	 of	Nigerians	
particularly	 the	youths	are	also	engaged	 in	perpetrating	 internet	 fraud	by	duping	
individuals	 and	 corporate	 institutions	 abroad	 through	 spurious	 economic	 deals	
(Lusthaus	 et	 al.,	 2025).	 Fraudulent	 practices	 through	 cybercrime	 has	 thrown	 up	
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emergency	millionaires,	even	billionaires	in	our	economic	system	which	is	injurious	
to	our	economic	growth	as	most	of	such	funds	acquired,	illegally	are	not	been	used	
productively	to	promote	the	economy.	Such	funds	could	not	be	easily	traced	by	law	
enforcement	 agencies.	 In	 deed	 economic	 sabotage	 resulting	 from	 cyber-	 crime	
cannot	be	over-emphasized.	

Social	Menace	Of	Cybercrime:	
Another	serious	aspect	of	cyber-	crime	or	social	media	abuse	is	how	dubious	

relationship	are	easily	courted	or	established,	which	often	lead	to	disastrous	ends,	
particularly	 amongst	 our	 youths	 (Lazarus,	Whittaker,	 et	 al.,	 2023).	We	have	 seen	
instances	where	such	relationship	established	through	internet	process	ended	up	in	
untimely	deaths	of	innocent	people	(male	&	female).	Lots	of	social	media	links	for	
social	 engagement	 had	 ended	 in	 disasters	 often	 creating	 bottle	 necks	 for	 law	
enforcement	agencies	due	to	lapses	or	lack	of	concrete	laws	in	place	to	address	the	
situation.	

Nigeria	Image:	
In	all	of	 these,	Nigeria’s	 image	has	continuously	been	the	worse	 for	 it.	 It	has	

been	seriously	battered	internally	and	externally	(Lazarus	&	Button,	2022).	Though	
cybercrime	 is	 a	 global	 phenomenon,	 individual	 countries	 suffers	 the	 effects	
differently	 depending	 on	 what	 laws	 each	 country	 has	 in	 place	 to	 address	 the	
situation,	as	well	as	how	effective	their	law	and	crime	prevention	agencies	are	able	
to	curtail	the	menace.	This	is	why	the	proposed	urgent	need	for	the	establishment	of	
the	Nigeria	Police	Internet	Crime	Complaint	Centre	(NPIC3)	in	Nigeria,	which	will	be	
in	affiliation	with	the	internet	crime	complaint	centre	of	the	United	States	of	America	
(IC3),	is	most	welcomed.		

Also,	 the	 urgent	 inclusion	 of	 online	 Forensics	Graphognomy	 course	 into	 the	
curriculum	of	Nigeria	 Police	 Education	Unit,	which	will	 strategically	 enhance	 the	
know-how	of	methodologies	of	online	scamming	technicalities	being	used	by	cyber	
criminals	 thereby	 making	 investigation	 of	 cybercrime	 intelligence	 information	
gathering	reports	easier	for	law	enforcement	agencies,	as	otherwise	stated	above.	
Certainly,	the	approval	of	this	proposal	will	enable	the	Nigeria	Police	readdress	the	
emerging	 facts	 that	 have	 shown	 Nigeria	 to	 be	 one	 of	 the	 leading	 cybercrime	
perpetrators	in	the	world,	as	earlier	acknowledged	by	the	National	Security	Adviser	
(NSA)	 Col.	 Sambo	 Dasuki	 (Rtd)	 on	 Wednesday	 March	 20th	 2013,	 edition	 of	
Leadership	 Newspaper.	 Because	 of	 the	 foregoing,	 the	 danger	 attached	 to	
cybercrimes	as	reflects	on	the	online	image	of	our	country,	has	made	it	more	difficult	
for	Nigeria	to	engage	in	online	business	and	other	cyber	related	activities.	
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CONCLUSION		
Cybercrime	 is	 an	 emerging	 trend	 that	 is	 rapidly	 growing	 in	 scope	 and	

frequently,	 creating	 economic	 and	 social	 consequences	 in	 India	 and	 Nigeria.	 The	
effects	 continue	 to	 bite	 hard	 on	 the	 economy,	 both	 locally	 and	 internationally,	
affecting	 individuals,	 businesses,	 government	 departments	 and	 business	 owners.	
Youth	 involvement,	 internet	 fraud,	 data	 theft,	 hacking,	 identity	 theft	 and	 fraud	
remain	 serious	 challenges,	 while	 poor	 investigative	 approaches,	 limited	 cyber-
security	and	forensic	skills,	and	difficulties	in	tracking	offenders	constrain	effective	
responses.	 Computer	 users	 are	 therefore	 urged	 to	 take	 precautions	when	 liaising	
with	other	people	online	and	engaging	in	financial	transactions.		

Serious	 action	 is	 needed	 to	 protect	 cyber	 space	 as	 a	 national	 security	
requirement.	 Increased	 training	 and	 knowledge	 for	 anti-fraud	 professionals,	
stronger	 investigative	 capacity,	 public	 awareness,	 and	 legal	 and	 institutional	
responses	are	necessary.	Addressing	these	challenges	can	strengthen	cyber	safety,	
reduce	economic	losses,	protect	individuals	and	organisations,	and	support	safer	use	
of	internet	services	in	India	and	Nigeria.	
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